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Detailed Office Action 



1 . This action is in response to the amendment filed on July 5, 2006 



2. Claims 1- 13 are pending. 



Claim Rejections - 35 USC §103 




United States Patent and Trademark Office 



3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 



4. Claims 1-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over Gennaro 
et al., (hereinafter Gennaro) U.S. Patent No. 5,937,066 in view of Markus Jackobsson 
., (hereinafter Jackobsson) U.S. Patent No. 6,687,822. 



5. 



As to claim 1 , Gennaro discloses the invention substantially as claimed. Gennaro 
teaches a method for using a document, comprising: issuing a document usage 
request for using the document in a session [col. 13, lines 47-50], (message transmits 



Application/Control Number: 09/731,917 Page 3 

Art Unit: 2144 

is encrypted and decrypted); authenticating the encrypted document (col. 10, lines 51- 
55); receiving authorization to use the encrypted document (col. 10, lines51-55, and 
col. 25, lines 50-60); receiving session key for the session (col. 10, lines 58-62); 
receiving a proxy key that delegates decryption to the session (col. 10, lines 57-67, 
key encrypting key allowing them to decrypt the encrypted data keys (session key); 
wherein the session key may be used to decrypt the encrypted document as part of the 
session rendering process only, thereby assuring that only rendered images of the 
decrypted document are available to an end user. However, Gennaro does not 
explicitly disclose partially encrypted and proxy key. 

6. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted and proxy 
key (Jakobsson teaches the proxy has the key that allow to decrypt the transcript, each 
server performs on partial decryption and one partially encryption), [see Jackobsson, 
col.6, lines 19-27 and col. 10, lines 1-16]. 

7. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted and proxy key because it would have provided 
specific techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 
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8. As to claim 2, Gennaro teaches the invention as claimed, further comprising: 
retrieving terms and conditions of the session; retrieving usage parameters and system 
resource information for the session; and comparing the retrieved usage parameters 
and system resources and the retrieved terms and conditions, wherein the authorized 
usage is based on comparison results of the retrieved usage parameters and system 
resources and the retrieved terms and conditions (col. 10, lines 51-67). 

9. As to claim 3, Gennaro teaches the invention as claimed, wherein the retrieved terms 
and conditions are associated with at least one of identification of the encrypted 
document and usage type (col. 14, lines 35-38). However, Gennaro does not explicitly 
disclose partially encrypted. 

10. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted 
(Jakobsson teaches each server performs on partial decryption and one partially 
encryption), [see Jackobsson, col.6, lines 19-27 and col. 10, lines 1-16]. 

1 1 . Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted because it would have provided specific 
techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 
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12. As to claim 4, Germaro teaches the invention as claimed, wherein the document 
usage request contains at least one of document identification, usage type, and user 
identification (col.30, lines 41-55). 

13. As to claim 5, Gennaro teaches the invention as claimed, wherein authenticating the 
protected document comprises at least one of: checking a digital signature associated 
with the encrypted document; and verifying integrity of each component of the 
protected document (col.l 1, lines 30-35). However, Gennaro does not explicitly 
disclose partially encrypted. 



14. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted 
(Jakobsson teaches each server performs on partial decryption and one partially 
encryption), [see Jackobsson, col. 6, lines 19-27 and col. 10, lines 1-16], 

15. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted because it would have provided specific 
techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 
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16. As to claim 6, Gennaro discloses the invention substantially as claimed. Gennaro 
teaches a a usage authorization system for using a encrypted document, comprising: a 
request receiving device that receives a document usage request for using the 
encrypted document in a session (col. 13, lines 47-50, message transmits is encrypted 
and decrypted); a document processing device that authenticates the encrypted 
document (col. 10, lines 51-55); a document source that authorizes usage of the 
encrypted document, and issues a proxy key that delegates decryption to the session 
(col. 10, lines 57-67, key encrypting key allowing them to decrypt the encrypted data 
keys (session key)); an access device that, along with the document device, creates a 
session key for the session, wherein the session key may be used to decrypted the 
partially encrypted document as part of the session rendering process only, thereby 
assuring that only rendered images of the decrypted document are available to an end 
user. However, Gennaro does not explicitly disclose partially encrypted and proxy 
key. 

17. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted and proxy 
key (Jakobsson teaches the proxy has the key that allow to decrypt the transcript, each 
server performs on partial decryption and one partially encryption), [see Jackobsson, 
col. 6, lines 19-27 and col. 10, lines 1-16]. 

1 8. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
a method and system for providing translation certificates with the teachings of 



Application/Control Number: 09/731 ,917 Page 7 

Art Unit: 2144 

Gennaro to have a partially encrypted and proxy key because it would have provided 
specific techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 

1 9. As to claim 7, Gennaro teaches the invention as claimed, wherein the document 
source retrieves terms and conditions of the session, retrieves usage parameters and 
system resource information for the session, and compares the retrieved usage 
parameters and system resources and the retrieved terms and conditions, the 
authorized usage being based on comparison results of the retrieved usage parameters 
and system resources and the retrieved terms and conditions (col. 10, lines 51-67). 

20. As to claim 8, Gennaro teaches the invention as claimed, wherein the retrieved terms 
and conditions are associated with at least one of identification of the encrypted 
document and usage type (col. 14, lines 35-38). However, Gennaro does not 
explicitly disclose partially encrypted. 

21 ; In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted 
(Jakobsson teaches each server performs on partial decryption and one partially 
encryption), [see Jackobsson, col. 6, lines 19-27 and col. 10, lines 1-16]. 

22. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
a method and system for providing translation certificates with the teachings of 
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Gennaro to have a partially encrypted because it would have provided specific 
techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 

23. As to claim 9, Gennaro teaches the invention as claimed, wherein the document usage 
request contain at least one of document identification, usage type, and user 
identification (col. 30, lines 41-55). 

24. As to claim 10, Gennaro teaches the invention as claimed, wherein the document 
processing device authenticates the protected document by at least one of: checking a 
digital signature associated with the encrypted document; and verifying integrity of 
each component of the encrypted document (col.l 1, lines 30-35). However, Gennaro 
does not explicitly disclose partially encrypted. 

25. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted 
(Jakobsson teaches each server performs on partial decryption and one partially 
encryption), [see Jackobsson, col. 6, lines 19-27 and col. 10, lines 1-16]. 

26. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson's teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted because it would have provided specific 
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techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 

27. As to claim 11, Gennaro teach the invention as claimed, comprise a combination of 
performing partial rendering transformation (col. 5, lines 45-65). 

28. As to claim 12, Gennaro teaches the invention as claimed, wherein the session and 
proxy keys are not usable for directly decrypting the encrypted document without 
rendering the encrypted document and performing proxy transformation on the 
rendered document (1 6, lines 45-50). However, Gennaro does not explicitly disclose 
partially encrypted. 

29. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted 
(Jakobsson teaches each server performs on partial decryption and one partially 
encryption), [see Jackobsson, col. 6, lines 19-27 and col. 10, lines 1-16]. 

30. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted because it would have provided specific 
techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 
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31. As to claim 13, Gennaro discloses the invention substantially as claimed. Gennaro 
teaches a method for using a partially encrypted document, comprising: receiving a 
document usage request for using the encrypted document in a session [col. 13, lines 
47-50]; authorizing use the encrypted document (col. 10, lines 51-55); creating a 
session key for the session, and issuing a proxy key that delegates decryption to the 
session (col. 10, lines 57-67, key encrypting key allowing them to decrypt the 
encrypted data keys (session key), wherein the session key enable; rendering a non- 
encrypted portion of the partially encrypted document; performing a proxy 
transformation on the partially rendered, partially encrypted document(col.l0, 
lines51-55, and col. 25, lines 50-60); and decrypting the proxy transformed, partially 
rendered, partially encrypted document using the session key, wherein the session key 
may be used to decrypted the a partially encrypted document as part of the session 
rendering process only, thereby assuring that only rendered images of the decrypted 
document are available to an end user. However, Gennaro does not explicitly 
disclose partially encrypted and proxy key. 

32. In the same field of endeavor, Jakobsson discloses (e.g., a method and system for 
providing translation certificates). Jakobsson discloses partially encrypted and proxy 
key (Jakobsson teaches the proxy has the key that allow to decrypt the transcript, each 
server performs on partial decryption and one partially encryption), [see Jackobsson, 
col.6, lines 19-27 and col.10, lines 1-16]. 

33. Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Jackobsson' s teaching of 
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a method and system for providing translation certificates with the teachings of 
Gennaro to have a partially encrypted and proxy key because it would have provided 
specific techniques to provide for the secure and controlled electronic distribution of 
documents across a communications network, such as internet. 

Response to Arguments 

34. Applicant's arguments filled on July 5, 2006 have been fully considered, however 
they are not persuasive because of the following reasons: 

35. In response to applicant's argument that the references fail to show certain features of 
applicant's invention, it is noted that the features upon which applicant relies (i.e., 
"how to securely view the document once the document is received") are not recited 
in the rejected claim(s). Although the claims are interpreted in light of the 
specification, limitations from the specification are not read into the claims. See In re 
Van Geuns, 988 F.2d 1 181, 26 USPQ2d 1057 (Fed. Cir. 1993). 

36. Examiner maintain the rejection because Gennaro and Jakobsson disclose proxy key 
as shown in Jakobsson col.6, lines 20-21 (the proxy has the key that allows him to 
decrypt the transcript) and session key as shown in Gennaro col.l 1, lines 29-36 (the 
encrypted escrowed record containing the self-identification and password is also 
provided to the escrow agent. The escrow agent decrypted the escrow record with its 
private part of the key, validates the credentials against the self-identification data , 
and provides the password to the user only if the user is properly verified), they do 
the decrypt the partially encrypted document as shown in Jakobsson col. 10, lines 5-6 
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(partial decryption). Gennaro and Jakobsson clearly show the invention claimed 
application. Examiner sees no where in the pending claims shows preventing a 
decrypted copy of the transferred document from being available for electronic 
copying by an intruder, or intended recipient. 

37. Therefore, the Examiner asserts that cited prior arts teach or suggest the subject 
matter broadly recited in independent claims 1, 6, and 13. Claims 2-5, 7-12 are also 
rejected at least by the virtue of their dependency on independent claims and by other 
reasons set forth in the previous office action. 

38. Accordingly, claims 1-13 are respectfully rejected. 

Conclusion 



39. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of 
time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

40. Any inquiry concerning this communication or earlier communications from 



Application/Control Number: 09/731,917 



Page 13 



Art Unit: 2144 

the examiner should be directed to Tammy T. Nguyen whose telephone number is 571-272- 
3929. The examiner can normally be reached on Monday - Friday 8:30 - 5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William Vaughn can be reached on 571-272-3922. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
TNN 

September 29, 2006 




